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https://docs.aws.amazon.com/IAM/latest/UserGuide/id credentials _mfa.ht
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Microsoft Azure

https://support.microsoft.com/en-us/account-billing/change-your-two-step-

verification-method-and-settings-c801d5ad-e0fc-4711-94d5-33ad5d4630f7
Google Cloud Platform

https://support.google.com/cloudidentity/answer/9176657?hl=en

Oracle Cloud

https://docs.oracle.com/en/cloud/paas/identity-cloud/uaids/enable-multi-

factor-authentication-security-oracle-cloud.htmi#GUID-964C1892-F41B-

4268-A4CB-29922F25B65D
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Terms for using cloud services through the Inter-University Computation

Center (IUCC)

The Inter-University Computation Center (IUCC) enables researchers and IT
personnel to open and manage accounts with public cloud providers (i.e.
AWS, Azure, Google Cloud Platform, Oracle Cloud) without the use of credit

card.

Any applicant, requesting to open and manage an account with a public cloud
provider, must read and approve by marking the link in the application - that
they understand and agree to the following terms and conditions:

1. To request opening an account with a public cloud provider the applicant
must attach an official purchase order submitted to IUCC by the requesting
institution. ["institution"]

The request must contain the institution’s name, contact details of the
staff person in charge of payments and the exact budget approved by
the institution for opening an account to be used for public cloud
services.

For each request, the applicant must attach the purchase offer form
generated by the IUCC web site (the PDF file form) containing the
contact details of the account owner, typically the principal investigator
(hereinafter: “the account owner”), and the name of the research
project.

2. Requests to use an existing public cloud account via [IUCC must be
accompanied by an official purchase order submitted to IUCC by the
institution where the applicant works [hereinafter: "the institution”].

The purpose of the order is to cover licensing cost and for budgetary
controlled as well as to cover future debts that may be incurred due to
utilization of the budget the institute allocated to the researcher.

The said purchase order must include the institution's name, contact
details of the institution finance person and the amount of funds
allocated by the institution to open the cloud account.

Each purchase order must include the form that the researcher must
fill, a form to be found on the IUCC website (PDF file) that contains the
contact details of the account holder [who will usually be the lead
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researcher] [hereinafter: "the account owner"] and the researcher
project name.

3. Upon receipt of a request to open an account or to add a researcher to an
existing account, IUCC will issue an invoice to the institution for the
amount allocated in the purchase order to the researcher's account. The
institution must pay the invoice within 30 days from the date of receipt.

4. All payments for public cloud services shall be made in U.S. Dollars.

e |f payments to IUCC shall be made in NIS, I[UCC shall add an
additional 1% to the total amount to cover the conversion expenses
from NIS to US Dollars (the conversion shall be made according to the
high rate of Dollar on the invoice date).

5. Payments for public cloud usage shall be made by IUCC on a monthly
basis based on actual consumption, using the budget the institution shall
put at IUCC disposal for that purpose.

6. Research and educational institutions (colleges, research institutes, etc.)
that are not IUCC members (“external users”) may consume cloud
services through IUCC. External users will be charged an additional
charge of 5% of each order. External users will be eligible to the discounts
offered in agreements between IUCC and the vendor of the service used.

7. Afee will be charged for establishing new computing environments in the
cloud or performing a migration from an existing environment to the cloud.

IUCC will submit a price proposal for the aforesaid establishment or
migration to any external users that may be interested in this service.

8. IUCC will make regular monthly consumption usage available for their
accounts.

9. From any amount deposited by an institution, including an external entity
as defined in Section 5 above, to IUCC for a researcher's use in the public
cloud, an amount equal to the VAT according to law will be deducted.

10.1UCC shall alert account owners, via email, once the consumption reaches
75% of the defined budget, in-order to allow the account owner to decide
whether to increase the budget (via an additional purchase order) or to
take necessary actions to terminate cloud activity (i.e. shutting down
servers, performing backups, etc.).
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11.In order to avoid budget deviations or over consumption, the account
owner must shut down all servers manually once an alert is received upon
reaching exploitation of 90% of the budget.

o 1f 90% alert is issued, and the account owner fails to initiate a manual
server shut down, IUCC will initiate the required manual server shut
down after giving a three-day warning.

e The remaining budget shall be used for backup of stored data on the
account owner’s local computer.

12.1f there is an overrun of the budget transferred by the institution to IUCC,
the account holder (typically the principal investigator) is responsible for
ensuring that the institution or - if it does not do so within the time period
mentioned below — the account owner is personally responsible for the
debt (the amount of the overrun) to IUCC within no more than 30 days
from the date on which IUCC notified the account owner of the budget
overrun. The above-mentioned responsibility shall apply regardless of
whether the notices mentioned in sections 10 and 11 were sent to the
account holder or whether, for any reason, both, or any of them were not
sent.

13.During the entire duration of the contract period between IUCC and the
researcher, the researcher agrees not to revoke the access rights that
IUCC or the reseller of the cloud service, granted them to allow regular
account support and usage monitoring.

14.The researcher must comply, during the entire period of use of the service,
with all the terms of the service, both those established by IUCC in this
document and those of the service provider mentioned in sections 17 and
18 below and IUCC will be entitled to close the account of anyone who
does not meet the aforementioned conditions.

15.1UCC hereby clarifies that it provides public cloud storage services but
does not deal with any of the legal aspects of storing the information of the
account holder in the public cloud. For that reason, if the account holder
has any doubt regarding any legal or juristic aspect of storing information
in a public cloud environment, the account holder is advised to seek legal
counsel prior to copying information to the public cloud service.

16.1UCC shall not be responsible in any way for the content of the information
stored by account holders on public cloud services obtained via IUCC. Any
account holders who are the owners of the information stored in the public
cloud shall be solely responsible for every aspect of the content of
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accounts, including, but without derogating from the foregoing, all aspects
of privacy, copyright, and any other legal aspects.

17.1UCC recommends establishing strong authentication for each account
with strict access privileges, as it appears in this documentation:

AWS -
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials mfa
:html

Microsoft Azure -
https://support.microsoft.com/en-us/account-billing/change-your-two-
step-verification-method-and-settings-c801d5ad-e0fc-4711-94d5-
33ad5d4630f7

Google Cloud Platform -
https://support.google.com/cloudidentity/answer/9176657?hl=en

Oracle Cloud -
https://docs.oracle.com/en/cloud/paas/identity-cloud/uaids/enable-
multi-factor-authentication-security-oracle-cloud.html#GUID-964C1892-
F41B-4268-A4CB-29922F25B65D

18.Any and all activities conducted using the services of public cloud must be
carried out in accordance with the cloud vendors’ terms of use:

AWS - https://aws.amazon.com/aup/

Microsoft Azure —

https://azure.microsoft.com/en-us/support/legal/
https://www.microsoft.com/en-us/legal/terms-of-use

Google Cloud Platform - https://cloud.google.com/terms/aup

Oracle Cloud - https://www.oracle.com/assets/cloud-csa-v012418-sa-
eng-4419927.pdf

19.1t is hereby clarified that IUCC serves only as a link connecting account
owners and public cloud service providers. IUCC shall not be responsible,
in any way, for the quality of the service provided by the public cloud
service providers to account holders and / or malfunctions that may occur
at the service providers’ data centers. Any claim, demands of lawsuit that
an account holder may have regarding such issues should be made
directly to public cloud service providers, and IUCC shall not be liable for
them in any manner whatsoever.
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