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From the CEO

The last year was one of the most volatile in Israel’s history. The first nine months were
characterized by massive protests related to judicial reform. Protests that threatened our
internal stability. Then the outbreak of a terrible war, that we are still fighting, which broke
out following the massacre on October 7, 2023. Together, we wish that peaceful days will
return soon, and unity and mutual respect in our communities and society.

IUCC continued its activities throughout the year, and in this Review we highlight some of
these diverse activities.

Firstly, IUCC is a non-profit organization, under the auspices of Israel’s nine major
universities. Our goal is to contribute and enhance academia and research bodies in Israel
through our four main areas of activity:

. Infrastructure, information security and cloud services

o Communications

. Information systems

. The Inter-University Center for Digital Information Services (MALMAD)
. The Inter-University Center for E-Learning (IUCEL)

Each of these activities is led by a team of highly skilled and capable professionals in their
fields, with a strong desire to contribute.

In this Review we briefly highlight some of the main activities from the past year. IUCC is
active in many other areas and as per additional agreements not covered in this condensed

overview.

Nati Avrahami
I[UCC CEO
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MEITAL- The Inter-University Center for E-learning

MEITAL, the Inter-University Center for E-Learning is an inter-
institutional unit. It was founded in 2001 to promote the use of

teaching and learning technologies in higher education in Israel.
. MEITAL members include 9 universities and 25 academic colleges.
MEITAL coordinates and leads a variety of activities, in Israel and

internationally, to support and assist the academic community.
MEITAL’s activities include inter-institutional trainings and

- conferences, techno-pedagogical support and consulting,

\. development of technological solutions to improve teaching and

learning processes, a knowledge center, working groups,
infrastructures, and a technology basket of learning technologies made available to institutions.

Working groups and learning communities

During the year MEITAL expanded its active working groups, with hundreds of participants among
techno-pedagogical teams, teaching staff and lecturers. These communities drive MEITAL's activity,
and form a supportive, active, proactive and innovative foundation.

This year these activities were expanded, with members invited to join in joint learning groups of
professionals and stakeholders. Thie groups examine existing knowledge and discuss how to develop
professionally and design innovative solutions and products. Four new learning communities were
established:

e Podcast — Covering how to create and produce quality podcasts adapted to the needs of the
academic community for every educational need. Meetings were held under the guidance of
Amir Asher.

e PBL (Problem/Project Based Learning) — Covering project/problem based learning that offers
a learning model adapted to the practical world. Meetings were held under the guidance of
Dr. Orit Lahav.

e Learning Spaces - This community was established to explore the challenges, opportunities
and effects of different spaces on innovative and quality teaching and learning processes.

¢ Moodle developers — Formed to facilitate discussion, and knowledge sharing and insights on
code development, plugins or special mechanisms developed by Moodle companies or
institutions.

The learning groups meet regularly in a supportive and creative

&
atmosphere out of a shared desire to develop and drive positive ?UI" |U(EI_
change.
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The 21% Annual MEITAL Conference 2023

The annual MEITAL conference, held on June 28-29 at the Rabin Center in Tel Aviv. This conference

theme, "Insights from the past and trends for the future" is particularly relevant for EdTech
community, grappling with the questions of how education will look in the future and what trends will
shape the field, both in Israel and all over the world, in an era of such accelerated change.
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In their opening addresses Prof. Eyal Yaniv, IUCC chairman and Prof. Aharon Palamon, MEITAL
chairman emphasized the importance of MEITAL in creating a broad inter-institutional community,
which promotes pedagogical innovation in higher education while integrating technological
innovation that improves the quality of teaching and learning. Nati Avrahami, IUCC CEO and Eli
Shmueli, MEITAL Director, focused on the integration of technologies and technological innovation in
the learning and teaching and noted the importance of the tools available and the wide-reaching
operations of MEITAL and IUCC in the field.

Over 400 participants attended 50 lectures in 12 parallel sessions. The program highlighted content
on artificial intelligence in higher education, with sessions on the tools and challenges of integrating
and implementing Al in academic curricula. An exhibition featured innovative technologies and
solutions by leading companies in the field.

The workshop day at the Bynet Expo featured lectures and demos of advanced technological
solutions. Participants experimented in two practical workshops. The first, led by Prof. Diana
Laurillard, allowed experimenting with tools that present a visual approach to designing learning that
supports the learners’ needs. Gal Alon’s workshop (Medicant for Innovation in Teaching and Learning,
Tel Aviv University), opened the world of using writing prompts using simple principles for maximizing
the power of ChatGPT.
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Seminars, trainings and workshops

MEITAL is an inter-institutional center of knowledge and holds seminars and workshops on a variety
of relevant topics on learning technologies in academia and hosts an annual national conference. The
MEITAL Research Fund also sponsors, promotes and advances technology-based learning research.

During the course of the year, MEITAL learning communities held a wide range of trainings and
seminars on topics that included blended learning, teaching centers, learning spaces, informal
education, gaming, podcasts, presentations, copyrights, mathematical tools in teaching, artificial
intelligence, Moodle, video integration and more. More than a thousand professionals and teaching
faculty participated in 10 trainings and 11 learning community meet-ups.

Learning Technologies Toolkit

MEITAL is a leader in the field of learning technologies and invests significant resources in identifying,
testing and introducing new learning technologies to member institutions via consortium agreements
and assisting to deploy and support these technologies at member institutions.

This portfolio of technologies continues to expand and includes approximately 30 consortium

agreements for member institutions. MEITAL also serves as a knowledge center, identifying and
presenting new tools, alongside reuse of tools developed by the community, MEITAL also conducts

technology reviews, as well as makes publications and research accessible to community members.
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Collaboration with the Forum for the Advancement of Teaching

Innovative pedagogy and technological infrastructure are
:4 D%OIN DD ; ; ; ;
»AILA ANID DITDY? interconnected. They need to be intelligently integrated to promote
= teaching and learning at a high level and tailored to the advancement of
21st century skills. MEITAL works with the forum, chaired by Prof. Nitza
Davidovitch, to advance professional development through techno-pedagogical knowledge to

practical application of learning technologies in teaching.
Publication of reference book on learning technologies in higher education in Israel

MEITAL published "Learning Technologies in Higher Education in Israel," a compilation of the wide

body of knowledge accumulated by institutions on integrating
learning technologies in academic research, education, development
and deployment. The publication is the result of a joint effort of
Israel’s academic community and was compiled as part of the

Aot nro
amaan awna

D (5"l  MEITAL Research & Knowledge Center. Its two volumes sections

nT
amaa
e

present a collection of research results, and bring together diverse

perspectives on research and technological development, teaching
practices, practical examples, design guidelines, recommendations for policy making, and projections
on future trends.

International projects

MEITAL is an active partner in several international projects:

https://lovedistance.eu/ is an ERASMUS+ EU-sponsored initiative to

. LOVEDIST@NCE  5dvance equity, accessibility and democratization in higher education
by providing training to faculty members, professional and
administrative staff on the design, development, implementation and
quality assessment of electronic/blended-learning and distance
education courses.

-. ¥ IMPACT (Inter-Mediterranean Peace And CollaboraTion) project works
M PA-I .T toward building the techno-cultural skills of higher education students
° and faculty in Europe, Israel and Morocco. Its purpose is to advance

cooperation between Arabs and Israelis, to facilitate understanding and
acceptance between Christians, Muslims and Jews and to address
language barriers that make dialogue between stakeholders
challenging.
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Preparing for the 2023-2024 Academic Year in the Shadow of National Crisis

With the outbreak of the war and state of emergency following the tragic events of October 7 and the
subsequent decision to postpone the opening of the academic school year, MEITAL began to provide
immediate and effective responses to institutions, while adjusting the basket of services that would
be required by institutions at this time. This included various aspects of learning in a state of
emergency.

The services are a response on how to enable and enhance teaching during an emergency, assuming
the academic year will open in a hybrid format, and require integration of technological tools for
online learning. In addition, MEITAL prepared a list of tools from its basket of technologies that will be
used in transitions to and from online learning.

Repository of services and tools for online teaching in an emergency 2023

MEITAL has prepared to support institutions in the following areas:

e Techno-pedagogical consultation and assistance in planning hybrid teaching, according to the
changing needs of the institution

e Consulting and technological assistance in Moodle infrastructures, use of digital tools and
other technologies

e Aseries of workshops preparing for the transition to online learning

o Alist of selected tools adapted to the institutions' needs from MEITAL’s portfolio of
technologies, which may help in planning and organizing for the transition to online learning
in an emergency

e List of links to recommendations and support resources for teaching in emergency situations

e Recommendations for protection against cyber attacks

In addition, an appeal was made to companies that offer tools that support learning and teaching to
help institutions with prepare before the start of the academic year, and to offer a variety of tools
needed. The technology companies responded positively.
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The Inter-University Center for Digital
Information Services (MALMAD)

The Inter-University Center for Digital Information Services (MALMAD)
continues to play a vital role in Israeli academia, as a consortium for
the acquisition, licensing and management of information services for

universities and colleges in Israel. Information services include

subscriptions for digital periodicals, e-books and various databases.

MALMAD acquired electronic resources in the amount of

approximately $40 million (excluding VAT) from 55 academic

publishers and vendors.

The scientific journal market, in Israel and across the globe, suffers from a high degree of
concentration. The market is controlled by a small number of large publishers, among them: Elsevier,
Springer Nature, Wiley, Taylor & Francis. This monopoly has allowed publishers to raise prices
unreasonably. Over the years, MALMAD has worked tirelessly with the publishers and information
service providers to reduce costs through consortium agreements. Negotiations with publishers are
conducted in tandem with a special negotiating committee appointed by MALMAD’s steering
committee. This committee sets the overall objectives, and “red lines” for negotiations. In addition,
MALMAD works in cooperation with other international consortia within the framework of ICOLC
(International Coalition of Library Consortia). These include joint appeals to publishers and the various
information providers. Our efforts to obtain more favorable procurement terms are bearing fruit; the
consortium agreements have led to significant price reductions.

The tragic events of October 7 and the continued fighting has led to a budget crisis in higher
education. MALMAD prepared to renew the agreements with the various publishers and worked to
reduce costs in light of this ongoing crisis by appealing to publishers and information providers to
freeze planned price increases. Our efforts to achieve a price freeze, or reductions in annual price
increases were successful, with many publishers responding to our request, and costs savings of
approximately $1.3 million were realized was by renewing scientific journal procurement agreements
for 2024.

MALMAD promotes and endorses the transition to publishing articles in full with immediate open
access. Open Access (OA) publishing contributes many benefits to research in several ways: greater
exposure, increased number of citations, improves ability to meet research grant conditions,
enhanced collaborations, ability to receive more feedback from peers, and free access to scientific
publications — the essential building block for research and instruction.

MALMAD signed a new agreement with Taylor & Francis to publish OA articles in the Read & Publish
model. Taylor & Francis is one of the largest publishers in the world and publishes academic
publications in all fields, with a particular strength in the humanities and social sciences.

This new agreement is another significant step in efforts to speed up the transition to publishing
articles in full and immediate open access, through transformative agreements, at minimal costs. The
new agreement allows researchers from 24 participating academic institutions to publish open access

22
IUCC-Inter-University Computation Center | Annual Review 2020 n1'p0 | 'ND'D121IXI'AN D'AIWNN 1270 — N”2NnN



articles in the publisher's hybrid journals. The agreement was signed for a period of three years,
starting on January 1, 2023 and ending on December 31, 2025. This agreement joins another 11
transformative agreements signed by MALMAD over the last several years. These agreements enable
researchers in MALMAD member institutions to publish articles in OA free of charge. Among the
publishers covered in these agreement are: Wiley, Cambridge University Press, Institute of Physics
(IOP), American Chemical Society (ACS), American Institute of Physics (AIP) and The Company of
Biologists.

Current transformative agreements total 12, making up about 12% of the total publication output of
the universities in Israel. The transformative agreements yield significant savings in advertising costs,
which can reach savings of up to 90%.
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Information Systems & Applications

IUCC spearheads efforts to advance joint procurement and
development of software, systems, security solutions, programs and
vital services and acts on behalf of the academic community. Joint
procurement and development via I[UCC deliver economies of scale,

/ //—_\\ costs savings, more efficiency, lower administrative costs and
—
— O —_ streamlines building infrastructure and deploying best practices.

| During the year, Simona Holstein joined IUCC as the Technology
Project Manager leading efforts to forge new inter-university

collaborative projects and partnerships with IUCC member

institutions.

This development activity brings added value beyond joint procurement to obtain favorable terms; it
encompasses partnering with universities to advance computerization, deploy information systems
and work with software and systems vendors and through research to be able to take proactive steps
to anticipate needs.

Infrastructure, Networking and Cyber Security

An upgraded agreement was signed with VMware for eight of the nine research universities, covering
the next five years. This agreement brings significant cost savings to these institutions, beyond the
standard academic discount.

In light of the growing number and severity of cyber attacks on academic institutions, IUCC is
managing a tender to establish a cyber incident response team (IRT). This team of IR experts will
support university the information security teams in the event of cyber incidents and be used to assist
in characterizing and identifying threats, recording and managing incidents, collecting forensics and
findings, containment, containment and recovery. Leading Israeli cyber providers that meet strict
criteria, are competing in the tender. Deployment of the selected system and engagement of the IRT
teams in institutions is expected in the February 2024.

This year IUCC expanded joint procurement to the area of communications equipment and
communications lines, which resulted in significant cost savings for the universities.

Academic Transcript and Credits Verification

Extensive market research was conducted examining leading commercial systems and solutions to
validate academic transcripts, diplomas and certificates. The forum of University Information
Technology Managers decided to open a joint tender with IUCC to acquire a solution for an inter-
university organizational signature system to verify digital signatures for institutions of higher
learning. This need arose from the fact that students enrolling in institutions must submit transcripts
and diploma status. Today, students retrieve digitally signed PDF files from institutional web portals,
which in many cases comes with a faulty digital signature. The digital signatures are faulty for a
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number of reasons. It is very easy to edit and change files that damage the signature, and it is also
possible to forge signed certificates. The tender was published in December 2023 and deployment of
a selected system is planned for 2024.

In addition, a new agreement for institutions with Comsign for institutional digital signatures was
closed. This is an important step in unifying the standards across all universities, to comply with
regulations and legal issues regarding secure digital signatures.

The new institutional signature allows automatic authentication of the institute by recognized
organizations in a way that does not require the university's registration center to be familiar with all
the verifying secretaries, and without compromising the privacy of the secretaries or revealing their
identity numbers.

Online Learning in the Shadow of the War

As a result of the shortened 2023-2024 academic year due to the outbreak of operation Iron Swords
in October 2023, video recordings of classes must be made available to allow reservists to complete
missed material. Regulations require that class material be accessible and must include, among other
things, subtitles. Until now producing subtitles in Hebrew required manual work and was very costly.
IUCC together with the MEITAL, is working on institutional licenses for an Al-based tool that provides
a high-quality subtitles and automatic Hebrew transcription. MEITAL and the universities are currently
evaluating Kapwing software that supports quality automatic subtitles in Hebrew.

Additional vendors and solutions are always being examined in a diverse range of areas, including
information systems, learning technologies and research, as well as new projects using cloud
infrastructures and artificial intelligence.

Information Systems Managers Forum

The information systems forum, in which all information systems managers at member universities
meet once a month to share knowledge and promote common issues. Various topics were raised
during the year, such as transition to the cloud, student management solutions, exam management,
ERP systems, the development of new artificial intelligence tools, and more. The forum continues to
take advantage of the economies of scale and address common challenges and issues.
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Forum meeting on event management systems

Artificial Intelligence

The field of artificial intelligence has recently gained much attention. The pace of software innovation
in the field has never been faster. In order to allow institutions to identify and select the best and
most appropriate tools, a number of solutions were examined and a recommendations drawn up for
institutional solutions that meet the strict requirement of information security, privacy, user
management and more in academic settings. One of the recommended solution was Microsoft's
copilot which includes GPT4, Dall-E and API. This solution is available to institutions with Microsoft
agreements for education A3, A5. In addition, an organizational agreement was reached with Open
Al, which supports information security, privacy, corporate billing, usage data analysis, and more. This
solution supports GPT4 turbo and costs $60 per user with a minimum of 150 users. Additional
enterprise solutions are available on Google with Bard and API for Google Cloud customers and on
AWS for cloud customers.

Artificial intelligence is a strategic issue for IUCC thus resources will be invested on this subject next
year. This will include updating proposals for institutions, making information accessible through
seminars, and raising funds through international projects. A series of webinars on artificial
intelligence for research requirements in collaboration with the major suppliers, Google, AWS and
Microsoft, are planned for early 2024.
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Current Research Information System (CRIS)

The national Current Research Information System (CRIS) project is an initiative of the Association of
University Heads (VERA) and the Council for Higher Education Planning & Budget Committee. The
system enables a complete and accurate collation of published research by Israel’s universities. The
design calls for the data collected and collated to be regularly updated in almost completely
automated processes. The project establishes independent environments in each of the research
universities throughout the country, in an overarching, aggregated environment that collects relevant
information from all the universities.

As per VERA’s request, IUCC coordinates both the operational and contractual aspects of the project
with software vendors, as well as the technological aspects, with an emphasis on managing and
updating of the aggregated system. In addition, IUCC provides professional support and technological
coordination between the various universities and with the vendors.

Use of the aggregated system

e The Israeli research portal was launched at the beginning of the 2022-2023 academic year. This
version encompasses research authored by senior faculty at universities since 2011. Uses and
insights, such as finding supervisors for research students, searching for experts and knowledge
in various fields, displaying research collaboration maps and more, will remain external to the
system at this stage.

e Atransparent source of information for the publications component of the Planning & Budget
Committee’s budgeting model. The system makes it possible to expand the research results
included in the model to include books, book chapters, conference articles that until now have
not been included in the model.

e An administrative tool for comparing and benchmarking research outputs of universities and
promoting collaboration.

Each institution’s system showcases the work of each and streamlines and automates information-
intensive administrative processes, such as assisting faculty members producing resumes in various
formats. Researchers are also able to link their research page to their personal websites, thus saving
the need to update lists of publications.

To date, over 730,000 research results have been collected in the system by 47,000 researchers,
including 7,000 senior faculty members. The research results also include approximately 53,000 books
and book chapters.
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Cloud Services

IUCC continued to represent the academic research community in

- = i the Nimbus Project, the Israeli government’s multi-year flagship

project to enable large-scale provision of public cloud services to
government agencies and offices. Following years of success in

providing cloud service solutions from Microsoft AZURE, AWS and

Google cloud services as part of the Nimbus project, in 2023 we

O O added Oracle cloud services to the catalogue of cloud services.
Making Oracle Cloud accessible to academic researcher completes
the overall service to offer cloud services from the major

commercial providers in the market Oracle Cloud was made available to researchers in October 2023.

During 2023 cloud services activities for researchers expanded significantly, and the number of
researchers with active accounts increased from month to month. IUCC provides initial support for
researchers and training for starting to work in the cloud, billing services and budget monitoring. In
addition. security was improved for cloud accounts, as well as monitoring and alerts for budget and
account security for all accounts.

IUCC held a large tender to add the services of a systems integrator to AWS, which proved to be of
significant added value for users. In order to provide the most professional and appropriate service to
AWS users, the tender was divided into four specializations: cloud architecture consulting hours and
DevOps implementation, development hours, consulting hours for advanced technologies for
researchers, and consulting service for building an academic institution's cloud strategy plan. Plans for
similar tenders for other suppliers are underway.

During the year, IUCC cooperated with Microsoft Azure, Google Cloud Services and AWS on a number
of important and very valuable projects.

e |UCC and AWS company held two hackathons, for which IUCC opened accounts in the AWS cloud
for all the participants, For example, one team developing a medical application had to open 15
AWS cloud accounts within very short notice of about 24 hours. Opening the accounts took about
3 hours in which about 15 accounts were opened. The hackathon lasted 24 hours in a row and the
accounts were active for about 3 days after the end of the hackathon. The hackathon was a big
success thanks to the cooperation between IUCC and AWS.

e |UCC and GCP created an automated environment for academic use called RedLab. With RedLab,
researchers can get an get an academic work environment in GCP with just the click of a button,
with no need for prior knowledge in setting up servers, networking or storage. The work
environment is defined as per researchers’ specific needs and the time to build this complex
environment in the cloud takes only about 15 minutes. The automation installed by IUCC saves a
lot of time and allows researchers to work immediately on research rather than IT.

e Microsoft Israel, in cooperation with IUCC, held an academic competition to conduct data-based
research on the Azure cloud. For the competition, significant scholarships were awarded by
Microsoft for the use of the Azure cloud. The winners were selected by a professional public
committee that included leading researchers from various universities.
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Israel’s Academic Research
& Education Network (NREN)

The infrastructure department continues to meet the growing demand for dedicated infrastructures,
networks and professional services, both internally and externally.

The structure and design of the IUCC network is based on a unique double star network with service being
provided by different fiber providers (Cellcom & HOT). With the support of the GEANT network, which
upgrades when links exceed 60%, the IUCC network has been able to cope with sudden and unexpected
peaks in network traffic and bandwidth demand beyond the norm that occurred during the year. The IUCC
NOC, which operates 24x7, continues to be a crucial component in IUCC”s arsenal to provide non-stop
services to Israel’s academia.

In 2023 IUCC held a tender to replace and update WDM equipment and also purchased a Kentik network
visibility solution which also provides certain cyber prevention capabilities. In addition, IUCC purchased and
installed ports to support lines at a speed of 100Gb/sec. In the third quarter of 2023 IUCC switched from
twice 40Gb/sec lines to two 100Gb/sec lines to Europe.

In April 2023, IUCC sustained a prolonged DDoS attack which overwhelmed the Geant DDoS mitigation
system we had been using successfully up till then. IUCC was able to add a Radware DDoS mitigation
solution for a one-month trial period to help stem the attack. In September 2023, Geant migrated their
existing commercially built DDoS mitigation to an in-house system called NeMo, developed by DFN in
Germany over the past decade.

IUCC currently receives DDoS alerts via the NeMo and Kentik systems. It is expected that in 1Q2024, Geant
will have added auto-mitigation capabilities to their NeMo system.
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International Cooperation

PRACE S

IUCC continued to represent Israel as a member of PRACE, the Partnership for Advanced Computing
in Europe throughout the year. This membership grants Israeli researchers access to world-class high
performance computing resources — a vital tool for innovative research. But the EU has decided to
stop funding PRACE and instead has started to massively fund EuroHPC. In Oct 2023, EuroHPC
accepted the application of the State of Israel to join.

Throughout the academic year, IUCC remained a strong force in the GEANT projects, continuing from
the third phase of GN4 project which ended December 31, 2022 and into the first two-year phase of
the GN5 project in January 2023. IUCC staff members are active in the areas of “over the net” cloud
computing services, training, community programs, cyber security, and e-learning. As in years past,
IUCC represents Israel and holds a position on the General Assembly of the GEANT Association’s
international forum on collaboration, innovation and knowledge sharing. The forum develops
computing network technologies, infrastructure and services used by research and academia. This
helps keep IUCC up-to-date in its spheres of activity.

MEITAL is an active partner in several international projects:

LOVE.DIST@NCE is an ERASMUS+ EU-sponsored initiative to advance equity,
accessibility and democratization in higher education by providing training to
E LOVE.DIST@NCE  faculty members, professional and administrative staff on the design,
5 development, implementation and quality assessment of electronic/blended-
learning and distance education courses.
IMPACT (Inter-Mediterranean Peace And CollaboraTion) project works toward
M PA}‘T’T building the techno-cultural skills of higher education students and faculty
s in Europe, Israel and Morocco. Its purpose is to advance cooperation
between Arabs and Israelis, to facilitate understanding and acceptance
between Christians, Muslims and Jews and to address language barriers
that make dialogue between stakeholders challenging.

-
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